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SECTION I— CLAIMS 



Listing of Claims: 

40. (Currently amended) A method for modifying an application to provide functionality for 
tracing a program flow of the applicatio n at a user-configurable level of granularity 
specified via a Graphical User Interfax, presented at an end-user device rh* mghnH 
comprising: 

reading program code from memory and processing said program code with one or more 
processors to perform the following: 

presenting to the end-user device via the Graphi c al User Interface. prmHdW n ,, m r ^th options 
for modifying the aa application's bytecode by injecting tracing and gebugg jng 
operations into the application's bvtecode at the user-confipurable level of ^miT.rify 
specified via the Graphical User Interface, wherein the app lication k mid n^w;™ 
composed of a plurality of archive files, the saM archive files having respective class 
files, and the saM respective class files having respective methods, and wherein the said 
options for modifying the application's bvtecode includes: 
including one or more of the following: i) 

modifying bytecode of only one claonfil o a subset of a plurality methods from which the 

application is composed, the s ubset of the p lu rality of methods selected from one 

or more class files in one or more within any on e of said archive files composing 

the application's byte code as specified via the Graphical User Interface presented 

to the end-user device, whe rein the modified subset of the plurality of methods 

specified provides the us er-configurahle level of granularity hv providing the 

Attorney Docket No.: 6570P037 t, . , Ti . 

Serial No.: 10/749,757 , Ex ™»ner s Interview 

" 1 " Bxammer: James D. Rutten 

PAGE 3/6 * RCVD AT 5/4/2010 3:25:26 PM [Eastern Daylight Time] * SVR:USPTO-EFXRF-6/10 * DNIS:2733703 * CSID:503-372-1084 • DURATION (mm-ss):02-06 



503-372-1084 12:25:12 p.m. 05-04-2010 

FOR EXAMINER'S CONSIDERATION DURING EXAMINER'S INTERVIEW 
** DO NOT ENTER ** 

functionality for tracing the pr ogram flow of the application through nnlv the. 
subset of the plurality of m ethods specified via the tracing and dehup fHnp; 
operations injected into the subset of the plurality of methods specified : 
ii) modifying bytecode of only one method within only ono of Gaid archive files' respective 



.edifying bytocodo of paid applinnrinn in aeeef&mee " , 'ith m id m rr'n -.r l rc tion o f one uf m id 



executing the said application in an object oriented runtime frame work, wherein said executing 
the application includes fflefadrng processing a portion of the said application's bytecode 
that was modified in accordance with the user-configurable level of granularity sp ecified 
via the Graphical User Interface- and said w&te seteettea o f one or more of paid options ; 

presenting to said user an output generated from execution of the said portion of the said 

application's bytecode that was modified to the end-user device via the Graphical User 
Interface . 
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Applicant's Specification teaches: 

[0114] As described above, the application tracing plugin 
810 instructs the bytecode modifier to modify all of an 
application's methods. While this may be sufficient for 
tracing/debugging a relatively small application, a higher level of 
precision may be desirable, particularly when working with large 
enterprise applications. 

[0115] Thus, in contrast to the application tracing plugin 
810 which causes the bytecode modifier 452 to modify all of the 
methods within a particular application, the user-configurable 
plugin 820 illustrated in Figure 8 provides a finer level of 
granularity for tracing program flow. An "application" may be 
built from a plurality of packages (typically * jar files in a Java 
environment); each package may be built from a plurality of 
classes (i.e., class files); and each class include a plurality of 
methods. As indicated in Figure 8, the user-configurable plugin 
810 allows the end-user to identify specific packages, classes 
and/or individual methods to be modified by the bytecode modifier 
452, thereby providing significantly greater precision for tracing 
and debugging operations. By way of example, if a coding problem 
is isolated to within a specific package, then only that package 
need be modified. Similarly, if the problem can be isolated to 
within a particular class or method, then only that class/method 
need be modified. In one embodiment, the different packages 
classes and/or methods are selected and modified via one of the 
interfaces described below with respect to Figures 19a-e. 

[0116] The method timing data and/or other method-related 
information may then be displayed within a method invocation tree 
900 similar to that illustrated in Figure 9a. For example, an output 
handler 821 associated with the user-configurable plugin 820 may 
be designed to provide the method-related information to the 
invocation tree generation logic 840. Thus, when the user- 
configurable plugin 820 is employed (as opposed to the 
application tracing plugin 810), the method invocation tree 
does not include entries for all of the methods of an 
application. Rather, it only includes entries for methods within 
the particular nac kage or class, or the individual methods 
selected by the end-user . 

[0117] In addition, in one embodiment of the invention, a 
distributed statistical records ("DSR") plugin 830 is employed to 
collect statistical data related to program execution across 
application servers, databases and/or external systems. Several 
specific examples of DSR tracing will now be described with 
respect to Figures 10a-12, which shows how certain critical 
entry/exit methods may be tracked to collect statistical data. 
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